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Fight back at ATM card skimming attacks
Protect your ATM network from the risk and associated costs

of skimming protection attacks. Global losses from these types
of attack exceed $2 billion annually. Don’t become a statistic.
Let NCR Skimming Protection Solution (SPS) help reduce the risk
of attack while making sure your ATMs are always available to
your customers when they need them.

Protect cardholder data

NCR Skimming Protection Solution uses multiple jammers that
generate multiple random signals, preventing any attempt by a
criminal to isolate and record data from the magnetic stripe on
the card. NCR SPS has a new design that focusses the jamming
and protection on the actual card data path on the magnetic
stripe. This means that even the smallest skimming devices
won't be able to capture card data.

SPS looks after itself

Unlike third party solutions, SPS has built-in diagnostics
and state-of-health so that you can monitor the device and
pinpoint whether it is functional or not; if it is not — action
can be taken immediately.

Enhance your protection with optional detection software
Real-time detection of the presence of a fraudulent device

on the ATM means that you can manage your response to

a potential attack before it even occurs. Settings can be
configured to your unique environment and changes are
managed by your application via APTRA™ XFS or by SNMP

via your management system.

Keep serving your customers

With NCR SPS’s multi-layered approach to protection, there is
no need to immediately take the ATM out of service if an attack
is suspected. Even if a fraudulent device is detected, NCR SPS
jamming remains in operation and cardholder data is protected.
NCR SPS defends against attempts to tamper and disable the
anti-skimming functionality by using sensors that can detect

attempts to drill into the ATM fascia around the card reader area.

For more information,
visit www.ncr.com, or email financial@ncr.com.
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Why NCR?

NCR Corporation (NYSE: NCR) is the global leader in
consumer transaction technologies, turning everyday
interactions with businesses into exceptional experiences.

With its software, hardware, and portfolio of services,
NCR enables more than 485 million transactions daily
across retail, financial, travel, hospitality, telecom and

technology, and small business. NCR solutions run the
everyday transactions that make your life easier.

NCR is headquartered in Duluth, Georgia with
approximately 29,000 employees and does business

in 180 countries. NCR is a trademark of NCR Corporation
in the United States and other countries.

Protect your investment while defending your ATMs from future attacks
The threat from criminals continues to evolve. NCR understands that any anti-skimming solution should be quickly

adaptable to exposure to new threats.

e NCR SPS has an industry standard expandable bus architecture that allows new sensors or alarm devises
to be added in the future to protect from new forms of attack without having to replace the SPS module

e The architecture of SPS is fully configurable to meet your environment or adapted to meet the future

threats as they emerge

e SPSis designed with programmable hardware using Field Programmable Gateway Array (FPGA) architecture

and downloadable software

Key features

Anti-skimming protection

e Multiple random noise generators
¢ New design to focus the jamming at the potential
point of compromise

Detection and alerts

e For NCR SelfServ™ ATMs with motorized card readers
detection is an option either at installation or at upgrade

e  For SelfSev ATMs with DIP card readers, detection is
available as the primary feature

e (Can be integrated with APTRA XFS or SNMP

Self-protection

¢ Integrated diagnostics and state-of-health monitoring

Configurability

e Choose either the recommended settings or configure
to address a unique environment or future threats

Scalability

e Industry standard bus architecture allows for fast
response to new threats and reduced development
and certification cycles

e FPGA architecture — hardware can be repurposed
via downloadable software

NCR continually improves products as new technologies and components become available. NCR, therefore, reserves the right to change

specifications without prior notice.

All features, functions and operations described herein may not be marketed by NCR in all parts of the world. Consult your NCR

representative or NCR office for the latest information.

All brand and product names appearing in this document are trademarks, registered trademarks or service marks of their

respective holders.
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