ATM FRAUD
INSPECTION GUIDE



Introduction

The purpose of this guide is to inform NCR customers and Law Enforcement
of areas to check for fraud devices. One thing to remember with skimming,
shimming and card trapping is that unless the fraudster uses an all-in-one
skimmer/camera unit, there will always be a need for the fraudster to use
two devices. We would welcome a report of confirmed fraud incidents via the
NCR Security Incident eReport with images sent to Global.Security@ncr.com.
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AREA DEVICES
TO CHECK TO LOOK FOR EXAMPLES CHECKED

Card Reader Overlay skimmer (covers
Bezel full exterior portion of card
reader bezel)

Card Reader Partial overlay skimmer (covers
Bezel part of exterior portion of bezel)
Card Reader Insert skimmer (inside throat of
Bezel card reader bezel)
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AREA DEVICES
TO CHECK TO LOOK FOR EXAMPLES CHECKED

Card Reader Holes in bezel may be evidence
Bezel of eavesdropping or tampering
with anti-fraud solutions

Card Reader Deep insert skimmer
(inside card reader)

Card Reader Shimming device
(inside card reader)
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AREA DEVICES
TO CHECK TO LOOK FOR EXAMPLES CHECKED

Card Reader Unauthorized connections to
card reader (eavesdropping)

Card Reader Card trapping device
and Bezel
Fascia False fascia, especially if fascia

seems loose
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AREA DEVICES
TO CHECK TO LOOK FOR EXAMPLES CHECKED

Fascia and Holes in fascia and side panel
Side Panel could be a sign of:
1) Eavesdropping
2) Deep Insert removal attempt
3) Black box attack (if near EPP)
4) Anti-skimming
solution tampering
Hole may be covered in an
attempt to conceal it.

Dispenser and Various camera concealments,

Depository Area | under molding or in the space
between/beside the dispenser
or depository slot.
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AREA DEVICES
TO CHECK TO LOOK FOR EXAMPLES CHECKED

Dispenser and Cash trapping devices
Depository Area

Above Monitor Various camera concealments
attached above the monitor

Under Monitor Camera concealment attached
to bottom of monitor

Inset Area Above | In curved/angled area of certain
Pin Pad models (e.g. 6616 and 6622¢)
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AREA DEVICES
TO CHECK TO LOOK FOR EXAMPLES CHECKED

Pin Shield Camera concealed under shield . -

or shield modified to include
a camera

Fascia / Surround @ Various camera concealments
around fascia (could be anything
unusual attached to the fascia
or surround

Pin Pad Pin pad overlays

EPP Tampering with or unauthorized
removal of EPP

Communication / | Unauthorized connections to
Network Cabling | network cables / router
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AREA DEVICES
TO CHECK TO LOOK FOR EXAMPLES CHECKED

USB hub / Peripheral device such as a

Dispenser Cable  laptop or handheld mobile
device attached to USB hub or
dispenser cable

Core Unauthorized USB device,
unauthorized CD ROM or hard
drive compromise

Behind Dispenser @ Cash trapping device
Shutter immediately behind
dispenser shutter
or transport
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AREA DEVICES
TO CHECK TO LOOK FOR EXAMPLES CHECKED

Envelope Trapping device
Depositories

No-envelope Trapping device
Depositories

All areas Vandalism/visible damage such
as chips, cracks, tool marks,
glue/tape residue, shutter or | ' ks
belt damage may be evidence a T T -
fraud. Vandalism that takes an ' ;
ATM out of service (e.g. receipt
paper jammed in card reader,
glued card reader) should result
in careful fraud inspection
of sister ATMs.
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Why NCR?

NCR Corporation (NYSE: NCR) is the global leader in consumer transaction technologies, turning
everyday interactions with businesses into exceptional experiences. With its software, hardware,
and portfolio of services, NCR enables more than 550 million transactions daily across retail,
financial, travel, hospitality, telecom and technology, and small business. NCR solutions run the

everyday transactions that make your life easier.

NCR is headquartered in Duluth, Georgia with over 30,000 employees and does business in 180
countries. NCR is a trademark of NCR Corporation in the United States and other countries. The
company encourages investors to visit its web site which is updated regularly with financial and

other important information about NCR.

NCR Corporation | 3097 Satellite Boulevard . Duluth, Georgia 30096 . USA

NCR continually improves products as new technologies and components become available. NCR, therefore, reserves the right to change

specifications without prior notice. All features, functions and operations described herein may not be marketed by NCR in all parts of the world.
Consult your NCR representative or NCR office for the latest information. NCR is a registered trademark of NCR Corporation in the United States

and/or other countries. All brand and product names appearing in this document are trademarks, registered trademarks or service marks of their
respective holders.
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